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1. Abstract

This thesis gives a compact overview and classification of digital payment systems that involve
public-key cryptography. It also includes a short introduction of that topic to the not so

familiar reader. The main part of the thesis is devoted to a description of two proposed systems
of digital transactions that share the property of being anonymous, i.e. payments can be made
without revealing the identity of the customer. The two examined systems are:

H### ecash
#it# CAFE

ecash is a system that is proposed by the Dutch company DigiCash bv and it is based on
scientific papers by David Chaum. CAFE is a European project that utilises a protocol that is
due to Stefan Brands at CWI in Amsterdam, The Netherlands. The major difference between
ecash and CAFE is that CAFE uses smart cards and is a so-called off-line system whereas
ecash is entirely based on software and is on-line.
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2. Introduction

The purpose of this thesis is to give a short overview of proposed payment systems for the
Internet and for electronic purse applications using smart card technology. There is a wide
range of systems, both in literature and practice, so this paper does by no means aim at being
complete. The focus is on systems that involve public-key cryptography.

There may also, admittedly, be a slight emphasis on anonymous payment systems, but this is
mostly due to the overweight of such proposed protocols in the cryptographic literature. A
possible reason for that would be that privacy-protecting payment systems with multi-party
security is tremendously more difficult to design and henceforth a much greater challenge for
the research. The author of this paper does not, however, take any political standpoint on this
matter.

A brief evaluation of the efficiency of the presented payment protocols will also be given.
Anonymous systems does in general suffer in terms of efficiency. A great deal of progress in
designing efficient privacy-protecting systems have nevertheless been achieved in recent years
and hopefully this paper will provide a clear explanation of some of these rather complex
systems.

Lately there’s been great many security schemes proposed for the Interfigb]spE] and

[63]) which, although not intended to be used for electronic commerce in the first place, may
seem appropriate as basic building blocks of such systems. An even greater flood of specific
payment models for the Internet have been proposed3sdd], [9], [25], [28], [32], [34],

[40], [52], [53], [54], [57], [58], [68] and[70]). Obviously all these systems could not be
evaluated or presented in this paper but a good overview can be fggay in

There is also a parallel evolution in designing smart card systems that will beceneght of
today’s cash, a so-called electronic purse [Sgg24], [33], [55] and[65]). Those models

could possibly also be used in payments on the Internet and, if special care is taken, they may
offer the best security.

The disposition of this thesis is such that public-key cryptography is first given a brief summary
and with this basic knowledge, especially about digital signatures, some different payment
models are described. These parts are intended to be readable for anyone, without any further
background in discrete mathematics or, in particular, cryptography. The rest of the report is
devoted to describing two anonymous payment systems, David Chaum’s ec438](seel
especially the pap¢i6]) and Stefan Brands’ off-line system [k2]) that forms the basic
foundation of CAFE (sepb] ). Those descriptions does however require quite some
mathematical embodiments. Therefore some introductory chapters on complexity theory and
modular arithmetic have been included.
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3. Public-Key Cryptography

The concept of public-key crypto-systems was introduced by Whitfield Diffie and Martin E.
Hellman in[31]. It is also called asymmetric cryptography, in contrast to symmetric secret-key
crypto-systems such as DES (Data Encryption Standar{b&ge

It is based on the assumption that there egisésway functionghat are simple to compute in

one direction but impossible to invert without possession of some secret information, the secret
key. The idea is very simple. Every persigmas two (personal) functions(£ and LX),

which are each others inverses so that:

Di(Ei(X)) = x = B(Di(x)) , forOx O Z,.

The function K-) is made publicly known to everyone who wishes to communicate privately
with i. Di(:), on the other hand stays secret, known only to pérJdrwere are two major uses
of this setting, namely encryption and digital signatures. For plain cryptographys Ehe
encryption function and D) is used for decryption. Alternatively, if([® is used to encrypt a
message, a digital signature by pers@created that can only be verified with the
corresponding public verification function(B.

3.1. Encryption

Now, suppose the cryptographers favourite characters, Alice and Bob, have their own pair of
secret and public functions, such thaf-EEdenotes Alice’s public function andy® denotes

her secret function. Similarly, let Bobs corresponding functions be denoted:ppid [3(-)
respectively.

If Alice wants to send an encrypted message, M, to Bob, this is the way it would work:

Alice Bob
Message M
T=EBM)  --- T--->
M = Dg(T)

1. Alice encrypts the message, M, by using Bob’s public encryption funci{enaad then
she sends T =dfM) to him over an insecure channel (such as the Internet).

2. Bob then decrypts Alice’s message with his private functigif) Buch that her message is
recovered as M = gJT) = Dg(Es(M))

Since it is assumed that only Bob knowg-) Alice can be assured that only he can read her
message and thus they can have a conversation in private. Of course, Bob will use Alice’s
encryption function K-) when he wishes to transmit a message to her.
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3.2. Digital Signatures

On the other hand, if Alice wants to sign a message M, such that Bob (or anyone) can verify
that it is Alice and nobody else who have put their signature on M, this is how it can be done:

Alice Bob
Message M
S=D(M) - (M,S)---->
M = Ea(S) ?

1. Alice encrypts the message with her secret functigrn Buch that the signature becomes
S = Di(M). Then she sends the signature, S, to Bob (together with M, unless Bob already
knows it).

2.  Now Bob can verify Alice’s signature on M by decrypting S with Alice’s public function
Ea(+) and check that the following condition holds: M £%) = Es(Da(M)) ?

In order to understand how these functions can be constructed it is necessary to have some
background knowledge of number theory, finite groups and complexity theory. Therefore these
topics will be given a short coverage in a forthcoming section. First though an overview of
some generic payment models will be given, which can use almost any kind of public-key
cryptographic algorithm.
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4. Overview of Payment Models

The simplest model of an economical system (excluding barter) only involves three
participants, namely the financial institution, a customer and a service provider. The financial
institution issues the medium of exchange (the money) to the customer who uses it as a
payment to the service provider in exchange for some service or product. To make the
following descriptions more concrete, the financial institution will simply be called the Bank,
the customer will be named Alice and the service provider’'s name will be Bob.

.

Although the assumption of only having one Bank may seem a bit unrealistic, it isn’t in general
a major drawback since usually any Bank can serve as issuer or acquirer of money. The Banks
internal clearing process facilitates the development of models with several different Banks
which accepts payment means from each other. This papfarwimplicity not deal with this

matter.

The essential thing to take notice about is that the system should be open. That means that
Alice and Bob are not assumed be aware of each other before they start doing business, i.e. it
should be possible to do trading spontaneously. Good examples of open systems is the Internet
and the “real-world”. Closed systems on the other hand would be the traditional telecom
networks where there are central telephone exchanges which handles the debiting of all its
subscribers.

If Alice knew that she would make a purchase at Bob’s shop beforehand, then she could buy a
credit note, a coupon ticket or a token by Bob and later use these in the actual transaction.
That is a pre-paid system and in such there really is no need for a Bank. It won't be further
considered here.

It will also be assumed that the money is only used for one single payment before it is returned
to the Bank. This is because a majority of the proposed payment systems in literature and
practise share this property. It isn’t such a big disadvantage as it first may seem though.
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This paper won't either be concerned with the issue of having several different currencies. It
doesn’t have to be difficult to incorporate such a facility but it was excluded from the scope of
this thesis mainly due to time limitations. It is also conceivable that the conversions may be
performed by the Bank during the withdrawal. Having one single global currency on the
Internet (or in the real world), although desirable, may unfortunately seem a bit utopian.

There are several ways to categorise digital payment systems. One example is how the
verification of the payment is performed. Most systems for the Internet utilises on-line
verification which means that the Bank has to be contacted for every transaction. Systems with
off-line verification is in general much more efficient but also harder to design. Of the two
systems that is examined in closer detail in this paper, ecash and Brands systems, the first one
is an example of an on-line system and the other is off-line.

An excellent overview of payment models on the Internet can be fo(ilsd]imnd[17] is also
a good introduction to cryptographic payment scheid@$.gives a nice overview in Swedish.
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Lars Johansson

4.1. The Credit Card Model

A vast majority of the currently proposed systems for the Internet uses plain credit card
transactions by sending the credit card number in an encrypted form to the service provider
(e.0.[28]). There are some slight variations, some which provides anonymitjp@&éend

some that never reveals the credit card number to anyone but to the central BEf({ Jsee

Those systems have the advantage that they are already incorporated into the existing Banking
systems and does not even require public-key cryptography (a secret-key algorithm together
with a method of key exchange, such as Diffie-Hellman, might as well be used).

The major drawback is that only on-line payments are possible (i.e. the Bank has to verify the
validity of the credit card number before the service provider can accept it). This could
negatively affect the efficiency of the transactions. Specifically, if this scheme is used in a large
scale on the Internet there may be too much traffic to the Bank’s server for it to be practical.
The Internet will most likely only involve low-value payments and for such, the communication
costs might get larger than the actual value of the transaction.

The fact that a credit card number in a way identifies the customer and thus prohibits
anonymous payments might not be such an alarming fact to most people, since we use these
payments schemes in our dalily life already. What's worse (in view of today’s public-key
cryptography with multi-party security) is that the customer can’t disapprove tobgave

bought something from a service provider who tries to withdraw a larger amount than the
customer have admitted to (remember that the service provider and the customer never meet
face to face). The whole system is based on mutual trust between its participants.

Public-key cryptography, and in particular digital signatures, offers a way of legally signing
documents that can be used in a trial if a dispute would arisgb(geeThis leads to payment
schemes which can digitally sign every transaction (see the chapter on The Cheque Model).
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AU-System

4.2. The Electronic Purse Model

A model which is cryptographically similar to the credit card model is what will be called the
electronic purse model. The idea of electronic purses comes from the early seventies and is
thought to be a replacement of ordinary purses or wallets, which means thaill tbeytain

electronic information that can be used instead of cash (i.e. coins and bills). Traditional medias
such as magnetic cards are not enough for this purpose. Active tamper-resistant hardware such
as a smart card would necessarily have to be used.

Smart cards are already in use in many countries (e.g. Sweden) in payphones. Those cards are
however too easily tampered and can’t normally be reloaded with new money. An electronic
purse should be able to be loaded in a withdrawal process similar to withdrawing cash from
today’s automatic teller machines (ATM). It can thereafter be used to pay for goods and
services in shops and supermarkets.

The European Committee for Standardisation (CEN) is working on a standard for electronic
purses (sef24]) that is currently only in a draft version. It doesn’t specify what cryptographic
algorithms that is to be used but the system requires tamper-resistant modules at both the
customer’s purse and the merchant’s terminal. The payment protocol is designed to guarantee
that the customer’s balance is decreased by the same amount that the merchant’s balance is
increased. That’s why it can be said to be based on mutual trust between the purse and the
terminal. Cryptographically there’s no big difference with this approach and the credit card
model since the only purpose of the encryption is to prohibit eavesdropping, such as a man-in-
the-middle attack.

Electronic purses, similar to this model have been developed independently by e.g. Danmont,
Proton (by Banksys), Express (by Europay) and Mondex %8¢ The Swedish transport

card project (sef5]) also specifies an architecture of an electronic purse which, as opposed
to CEN, uses digitally signed transactions. This system will be given a better coverage in the
next chapter. The European ESPRIT consortium have developed an electronic wallet in the
CAFE-project (Conditional Access For Europe, ¢ which has the unique characteristic

that it offers protection of the users anonymity. The CAFE wallet is also using digital
signatures, although blinded (to be explained later). It utilises an improved version of a
protocol by Stefan Brands which will be covered in this report.

Electronic purses were not originally designed to be used on the Internet but may very well be
shown to offer appropriate security for such payments as well. Payments on open networks
(such as the Internet) puts special demands on the security issues since the customer and the
merchant (Alice and Bob) never meet face to face.
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4.3. The Cheque Model

As been seen in the previous chapter, digital signatures has all the characteristics of written
signatures, including legality (see a[8d]), and can be constructed with public-key
cryptography. This tool makes a payment system similar to cheque payments conceivable.

The Swedish transport card project, run by KontoCentralen (KC), have described an
architecture for such a system ($&8]). It is thought to be used with smart card electronic
purses but could possibly be used on the Internet as well.

In this model, Alice receives a specification file by Bob which uniquely identifies him and also
includes some other information such as time, a transaction number, the payment terminal
identity and Bob’s acquiring Bank. Alice extends this file with more information about her own
(and her purse’s) identity and then signs it with her secret key.

Alice’s signature gives legal proof to Bob that she has accepted the transaction. Now Bob can
send the signature to the Bank and require to get credited for it. The crediting and debiting is
usually thought to simply be increasing or decreasing the balance of Bob’s or Alice’s accounts.

The KC-model uses a tamper-resistant electronic purse that holds a counter for the balance of
the purse. It is hence aimed at being a replacement for cash, i.e. coiiis.ahldebpurse will

only sign amounts less than the current balance. It is thus crucial that the balance may never be
changed directly by Alice, nor will she be able to find out the secret key, in which case she
could make illegal payments of amounts greater than she has due.

The same architecture could however also be used for plain software based cheque payments.
In such a model Alice never has any money in her pocket. It always stays at the Bank. When
Alice wants to pay Bob, she simply sends him a signature that the Bank may debit her account
and credit Bob’s. Alternatively, Alice may send this signed payment order directly to her own
Bank, which will credit Bob and notify him afterwards (preferably with a sigaedipt).

The major disadvantage with the cheque model, unless tamper-resistant hardware is
incorporated, is that all the payments has to be performed on-line if it should be really safe. The
KC-model is however designed to be an off-line system by using electronic purses and
certificates (to be explained later). The purpose of the certificate is to guarantee Bob that the
Bank have granted permission to Alice to sign cheques as valid payments. Just as merchant’s
today only accept written signatures on special pieces of paper (i.e. cheques) that the Bank
have issued, Bob will also ordccept a digital signature that have been certified by the Bank.

The cheque model can also be described as being a signature generating system. That alludes
to the fact that it is the customer, not the Bank, who generates the signatures. The next model
that will be described is a signature transporting system, where the user only transfers the
Bank’s signatures (the cash) to the merchant.
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4.4. The Cash Model

The whole idea of digital cash is that, just like today's Banks authenticates coins and bills by
putting a signature on them (the print), having electronic Banks authenticate strings with

digital signatures in replacement of physical money. A digital bank-note can be thought of as a
pair of strings, where the first element represents a serial number and the other represents the
Bank’s digital signature on the serial number.

In the same way as physical cash is authenticated by itself, thanks to the print, so is digital cash
by the digital signature. Ideally, this would make off-line payments possible. There is however
one major difference between paper and digital cash and that is the fact that any digital
representation may easily be copied whereas copying physical cash requires quite a skilful
counterfeiter.

If the crucial point in the cheque model was how to make it impossible to sign amounts that
overdrew the user’s account, the difficult thing to prohibit with digital cash is double spending
of the same coin or bill at several merchants. Just as with the cheque model, there are two
different methods of attacking this problem, namely by either using tamper-resistant hardware
or by making it an on-line system. For instance, DigiCash’s payments system for the Internet,
ecash, ulises on-line verification to prevent double spending (to be described later).

When smart cards are used, the cheque and the cash model are essentially equivalent. Just as
the balance and the secret key have to be protected in the cheque model, so is the Bank’s
signatures in the cash model. The major difference though is that a secret key and a
corresponding certificate in the cheque model can be used in innumerable transactions, while
the cash model preferably only allows a Bank signature to be used once.

There also exists hybrids of these systems, such as CAFE which uses disposable keys that may
not be used for more than one single payment. CAFE does however require a balance counter.
DigiCash have also recently announced an electronic purse (the blue-chigg]$ebkat is

specially designed to be able to store a large number of signatures in an extremely compact
form which enables numerous payments between the refills.

In its cleanest version, the cash model doesn'’t require any balance counter at all. The value of
the coins or bills is inherent in the signature itself. Different denominations can be implemented
by having the Bank sign the digital coin with different secret keys. That is the technique that is
used in ecash. Stefan Brands, who is the author of the protocol that is used in CAFE, have also
outlined how such a characteristic can be achieved§$genhy this is seldomly used in

practice is due to the huge storage requirements.

Both ecash and CAFE offers anonymous payments just as ordinary cash. The rest of this paper
will be devoted to describing these systems but first there is a need to look into the
mathematics in closer detalil.
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5. Preliminaries

5.1. Algorithms and Complexity Theory

All current, “practical” use of public-key cryptography is based on assumptions from the
complexity theory. For a more formal and extensive introduction to this subjef30$eam

[26]. Only a brief summary of the basic assumptions that is of interest to modern cryptography
will be given here, such as the intractability of factoring or computing discrete logarithms.

The basic concept in public-key cryptography is that of one-way functions. Such functions are
believed to be simple to compute in one direction but impossible to invert without knowledge
of a secret. Although it is not known today whether or not such functions exist (i.e. no proof
of their existence have been given), many aspiring functions have been suggested. In practice,
however, it is often enough to use functions that are believedhartéo invert.Hard in this
context means that computing the inverse is infeasible with all currently known methods.

Algorithms are usually classified in terms of their running time. By viewing the running time of
an algorithm as a function of the size of its input one gets a simple way of comparing the
efficiency of different algorithms that is independent of the task they perform. For example, a
factoring algorithm takes as input a positive integer, with any number of bits, and returns its
prime factors. In this context the actual result is of no interest, but the time it takes to find it.
Neither the input integer is of any interest, but the number of bits needed to represent it
(actually, the logarithm of the input, taken with base 2).

If the running time can be expressed as a linear function of the number of bits of the input, then
the algorithm is said to linear. This set of algorithms is denot&{jo§), where |n| is the

magnitude (number of bits) of the input integer#"). More generally, if the running time is
polynomial in the size of the input, then the algorithm is also said to be polynomial and then it
belongs tad(|nf), where p is the order of the polynomial. Algorithms of polynomial running

time are usually considered “feasible” in cryptographic applications.

Infeasible are those algorithms of exponential running time, taken from t&¢eSkt Notice

that it isn’t the absolute running time that is of interest, but the growth afitinéng time
functionin terms of the size of the input, |n|. A slight increase in the input size (i.e. additional
input bits) causes the running time of an exponential algorithm to grow very drastically,
whereas the performance of a polynomial algorithm is only slightly worsened.

Factoring integers or computing discrete logarithms are examples of problems that no known
algorithm kan solve in polynomial time. The best algorithms known to date are “sub-
exponential”, meaning that they are only slightly faster than plain exponential. The fact that no
polynomial-time factoring algorithm (or one that computes discrete logarithms) have been
found is no valid proof that such algorithms doesn’t exist. It may be possible that factoring or
computation of discrete logarithms becomes feasible sometime in the future, and hence all
practical crypto-systems presented here will break down.

Before we look at how one-way functions based on factoring and discrete logarithms can be
constructed we need to know a little bit of number theory.
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5.2. Finite Groups and Number Theory

The scope of this chapter on number theory and group theory will be limited to what’s needed
for the rest of the paper. Understanding this text is significantly easier if the reader is familiar
with discrete mathematics, at least at undergraduate level (s[#3] ag-or a more concise
introduction to abstract algebra (and group theory]2je€There is also a good chapter on
number theory and number theoretic algorithni2@j.

The formal definition of a group is that it should be a &etie.g. the set of integers)

together with an operation, *, (usually called multiplication) which should be clog&dTihat
means that for any x, [y G, their combination, x*y, must also lie in G. The operand, *, would
also have to satisfy three axioms:

1. (Associativity). For all x, y, Z1 G, it follows that (x*y)*z = x*(y*z).
2. (ldentity). There exists an elemeritl& such that x*e = x = e*x, for all Xl G.
3. (Inverse). Each K G has a (unique) inversé X1 G such that X*x = e = x*x™.

The most publicly well-known group is the integers under the addition operator, + . The set of
integers is commonly denoted by:

z={..-3,-2-10123, ..}

The associativity law is trivially verified and the identity element is simply 0. The inverse of an
integer X is -x, so that x+(-x) = 0 = (-x)+x becomes a true statement.

Since computers are bad at using infinite sets, a common approximation of the (positive)
integers is:

Z,={0,1,2,3,..,n-1}

for some large number n. In abstract algeBrds also an example of a finite group under
addition modulo n. That means that all sums are reduced by multiples of n, such that only the
remainder after a (integer) division by n is left. In this waybecomes closed under the

addition operator (mod n).

A more interesting group for cryptographic applications is:
n ={x0Zy: ged(x,n)=1}

under multiplication mod rZ, consists of all integers fro@, which are relatively prime to n,
i.e. those that don’t share any common divisor with n (other than 1). In the case that nis a
product of two (equally) large primes (n = p*q), ti&nis said to be an RSA-group after the
popular and well-known RSA crypto-system (§&4]).
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5.2.1. Discrete Logarithms

Other common crypto-systems alternatively use the gfgupvhere p is a large prime such
that p-1 doesn’t have any small factors. Because p is prime, all numHégreitept 0, will be
relatively prime to p and hence:

Z, ={1,2,3,...,p-1}
Let g0 Z, . Fermat’s little theorem then states that:
g”'=1 (mod p) , for all g which are relatively prime to p.

This means that the order of g is at most p-1 (can also be a factor of p-1). In the case that the
order of gis p-1 (denoted by O(g) = p-1), then g becomgsmeratorof Z,". That means that

all elements iz, can be written as‘gmod p), for some integer x. Th&, can be written

as:

Z, =<g>={h:h=gmod p,x1Z,}={9, 9% &, ..., 1=¢"}

The problem of finding a discrete logarithm is that, givenH,2y , find an exponent Xl Z
such that:

h =d (mod p)
This is usually written:
X =logy h ,(sometimes it's required thatxZ)

It may seem a bit strange that computing h, given g and x can be performed rather quickly as
opposed to calculating x, given h and g. It is for this reason that exponentiation in prime
groups is believed to be a one-way function, as is squaring in RSA-groups (the infeasible
underlying problems are thus discrete logarithms and factoring). Discrete logarithms is used in
Diffie-Hellman Key-Exchange, EIGamal Crypto-System and Schramd DSS-Signatures.

Some researchers have an intuitive feeling that discrete logarithms is a harder problem to solve
than factoring, although the truth of this matter is better left unsaid. The scientific skills of
solving these problems have often been improved in the same pace. When a great step in
factoring is taken, the same advance is soon followed in computing discrete logarithms.

For efficiency reasons, the subgrdBp< Z, is sometimes used, where q is a prime that
divides p-1. To construés,, one first start by finding an elementigG, for which O(g) = q
(i.e. d'=1 mod p). TheiG, is created as:

Gy=<g>={h:h=§modp,x1Z,}={09,9% ¢, ..., 1=§ }

At the time of this writing, recommended sizes of p and g may b&*#§ and g= 2*°°. When
evaluating the efficiency of crypto-systems that are based on discrete logs, these are the
approximate values of p and g that will be used.
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5.2.2. Roots in RSA Groups

Now, back to the RSA-group., , where n is a composite (n=p*q) consisting of two large
primes, p and g, of approximately the same size. The ordar & denoted by(n) = E, |
and¢(Dlis called Euler’s totient-function. Euler’s theorem, which can be viewed as a
generalisation of Fermat, then states that:

x*™ =1 (mod n) [Ix such that gcd(x,n)=1

If p is prime, therb(p) = p-1. So Fermat’s little theorem can easily be derived from Euler’s
theorem. But if n=p*q, as in RSA, théxin) = (p-1)*(g-1). Notice that most crypto-systems

share the fact that the basic group operations should be taken mod n (n can be either prime or
composite), whereas exponents should be performedpm)d

The RSA system (sd64]) was designed at MIT in 1978 by Ronald Rivest, Adi Shamir and
Leonard Adleman and it was the first public-key crypto-system which could offer both
encryption and digital signatures with the same set of functions. It doesn’t use the discrete
logarithm problem, but the problem of computing roots in composite graupslf is

designed such that a public exponent (the public key)Zg.), is chosen (preferably, it may

be rather small, typically e=3) and then the secret exponent (the secret ki dis
calculated such that:

e*d=1 modd(n) = d=e' modd(n)

From now on, d will for simplicity be denoted by 1/e (migd)). The public and secret
functions in RSA then becomes:

Ei(x) =X (mod n)
Di(x) = x”® (mod n)

where (n, e) is the user i's public key and (p, g, 1/e) is the secret key. Obviously, n = p*q, and
1/e = d = & (mod¢(n)) andd(n) = (p-1)*(g-1). This clearly shows that if someone is able to
factor the public key, n, into its prime factors, p and g, then the secret key, 1/e, could easily be
computed from the public key e.

Factoring is thus at least as hard as computing RSA roots, since if one were able to efficiently
factor integers, RSA could be broken. Unfortunately though, there is no evidence that
computing RSA roots is as hard as factoring. Therefore there might exist an algorithm that can
break RSA without factoring the modulus. No such algorithm have yet been found though and
most researchers believe that it isn't even possible to find one.

Comparing the security of RSA with systems based on discrete logs is very complicated since
there is no easy relation between the complexity of factoring versus computing discrete logs.
For the sake of evaluating the efficiency of different systems, however, it will be assumed that
the moduli, n, will be approximately=n2°®. Its factors (p and g) should be almost equal and
about half the size of n. In order to prevent certain known attacks on RSA, the size of the
message will be assumed to be al&24 bits. It may be increased by using a hash-function but
in that case the output of the hash would also be about 320 bits long.
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6. Cryptographic Primitives Based on RSA

RSA is perhaps the most widely spread public-key crypto-system in use today. That's because
it's been around for some time and therefore been very well studied and evaluated. Another,
not insignificant reason worth pointing out is that RSA is only patented in the US so it may be
used “for free” in other countries. Many governments (e.g. USA, France and Russia) does
however have export restrictions on cryptographic systems and products which imposes great
difficulties for the acceptality of these systems (e.g. for Internet standards).

6.1. RSA Encryption

Everything that have been said about public-key in general can be said about RSA as well. For
explicitness, let Alice’s public key (exponent) be denoted by a and her corresponding secret
key (exponent) be 1/a. Also let Bob’s public key be denoted by b and his corresponding secret
key by 1/b (of course Alice’s modulus is A pa*ga, While Bob’s is B = ps*qg). So now if

Alice wants to send a message, M, to Bob this is how it would work:

Alice Bob
Message m
T=EMm)=nf(mod ) ---T-->

m = Dg(T) = T** (mod n)

1. Alice encrypts the message, m, by using Bob’s public kgybjrto calculate the
encryption T = fi(mod rz) and send it to him.

2. Bob then decrypts Alice’s message with his private key 1/b such that her message is
recovered as m =" (mod r) = (M)** (mod ).

For an eavesdropper who overhears this communication to find out the original message, M,
the following RSA-root would have to be computed:

m = T*° (mod n)

This is by no means a problem for Bob, since he possesses knowledge of the factors of the
modulus B (i.e. g and @). The obvious attack on RSA is to factor the public modulus so that
the secret rational exponent (that is used to compute the root) can efficiently be computed. As
been pointed out in the previous chapter though, this is not easy.

Special care must be taken when the message is chosen from a small set of possible messages
If an attacker is able to guess what messages that might have been used he can easily encrypt
all the possible messages with Bob'’s public key and compare it with Alice’s encrypted message
to see which one matches. This trick is called a ‘plaintext attack’ and RSA is definitely not well
suited for this kind of attacks.
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6.2. Digital Signatures with RSA

Now, in order for Alice to digitally sign a message and send it to Bob, this is how she would
proceed:

Alice Bob
Message m
S=D\(m)=m?(modn) --(m,S)->

m = Ea(S) =S (mod n) ?

1. Alice uses her secret key 1/a to calculate the signature’® @nod n) on the message,
m, and sends it to Bob (together with the message unless it is already known by him).

2. Bob then verifies Alice’s signature on m with her public keyanhby checking whether
the condition m = §mod n) = (M”3? (mod n) holds.

This is an RSA signature in its simplest form. Provided that the message, m, is less than
approximately 320 bits (in general about half as many bits as the modulus), a signature based
on RSA is typically 640 bits long (80 bytes).

To sign messages (or encrypt for that matter) consisting of additional bits, it may be split in
several smaller parts where each part is fed into the signing function. A better approach is
however to use a hash function which produces a fixed length message digest (e.g. MD5, see
[66]) of a message of any length. The signature is then computed on the message digest
instead. It is often desired that such a hash function should be one-way and collision-free.

As long as the message consists of meaningful information such as written text, is it very
difficult to forge RSA signatures without knowing the secret key. Forging RSA signatures on
random messages is however extremely easy as will be seen in the chaptarshoim those
cases, a one-way hash function is necessary to make forging sufficiently complicated.
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6.3. Public-Key Certificates Based on RSA

Now the question of how Bob can be sure that the public functighieally belongs to Alice

might arise. If Alice and Bob can’t meet face to face to exchange their public keys, what is
preventing an intruder from masquerading Alice by sending Bob a different public key while
claiming it belongs to Alice? This can be solved by using a central trusted third party which can
certify Alice’s and Bob’s public functions. That party is usually called the certification

authority (CA) but in this context it will often be identical with the Bank. What'’s relevant is

that both Alice and Bob can fully trust the Bank’s certificates.

From now on, the modulus will be excluded from the formulas in order to simplify the
presentation. It should hopefully be clear from the context (and especially from what exponent
that is used), which modulus that is meant.

The following protocol shows how Alice receives an RSA based public-key certificate on her
public key a. Let Alice’s identifying information (e.g. her name, social security number and IP-
address) be denoted by @nd let hashf denote the hash function that is used. Also denote
the Bank’s public key by x and its corresponding secret key by 1/x (the Bank’s modulus is
obviously ik = pc*qx). This is how it works:

Bank Alice
[SK: 1/X] [SK: 1/a]
[PK: X] [PK: a]
<---(a,IDp)--- identity IDa

C = hash(a,IR)"* (mod i) ~ -------- Coneev
>

C* = hash(a,IR) (mod r)?

1. Alice sends her public key, a, and her identifying informatiopn, t®the Bank for
certification with it’s secret key, x.

2. The Bank may additionally reassure that it's actually talking with Alice. Then it computes
a public-key certificate on Alice’s public key, a, by signing a hash on a anddDhat
the certificates becomes C = hash(a,)lh(mod rx). This certificate is then sent back to
Alice.

3. Alice may check that the Bank’s signature is valid by verifying that Kash(a, IR)
(mod rx). She can then send her identity,JBer public key, a, and the certificate, C, to
Bob (or anyone who whishes to communicate with her).

The certificate, C, is usually stored by Alice so that she can use it everytime she needs to
identidy herself to somebody. It may also be stored in a public directory by the the Bank so
that everyone that wants to communicate with Alice can get access to it.
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ISO 9594-8 is a standard for the information structure of a certificate (it is identical to the
ITU-, or previously known CCITT-standard X.509).
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7. David Chaum's ecash

7.1. Blind RSA Signatures

The basic cryptographic primitive @cash is thélind signature This concept was introduced
by David Chaum if14] and is a method of having the Bank (or anyone) sign messages that is
never seen.

The most common metaphor of a blind signature is that Alice provides the Bank with a written
contract in an envelope with carbon paper. The Bank then puts its signature on the envelope
and this signature is transferred through the carbon paper to the hidden contract. The
unopened envelope is thereafter sent back to Alice. It is in fact impossible for anyone except
Alice to open the envelope, but as she knows how to do it, she pulls out the contract which by
now holds a (blind) signature by the Bank.

Blind signatures based on RSA is using the fact that RSA encryption possesses a multiplicative
homomorphism. That means that encrypting a product of two numbers is equivalent to
computing the product of those two independently encrypted numbers, i.e. the multiplicative
operation is the same in both the unencrypted and the encrypted space.

Specifically, let mand m be any two integers that after encryption looks like Tn** and &

= m"*. Now, if T; and T is multiplied together (mod n of course), this is the result:

1 Ux _ 1/
T *To=m " *m, X—(ml*mz) X

A product of encryptions is thus an encryption of the product.

David Chaum'’s idea when he designed his protocol was to use this homomorphic property in
such a way that Alice can multiply the original message with a random (encrypted) factor that
will make the resulting image look like complete garbage to the Bank. If the Bank agrees to
sign this random-looking data and return it to Alice, she is able to divide out the blinding factor
such that the Bank’s signature on the original message will appear.

It is important to note that the blinding factor must be chosen from the set of integers that are
relatively prime to the Bank’s modulus (i.e. the Zgt). Otherwise it is not possible to find an
inverse and thus the division can’t be performed. Inverses can be computed with an extended
version of Euclid’s algorithm for calculating gcd’s, i.e. the greatest common divisd2ee

[30] or[66]).

The format of a digital bill irecash is a pair of bit-strings, one that represents the serial number
of the Bank-note and one that represents the Bank’s signature on the serial number. Using the
same notation as in the description of the RSA signatures, a bill will thus look like: (m, C) =

(m, m™).

If the Bank should see the serial number of the bill it issues to Alice, then it could store this
number in a database and by comparing this serial number with all the insertedeoifis/és
from the service providers, Alice’s bill will sooner or later be found by the Bank. In this way,
the Bank can get knowledge of what Alice is buying for her bills.
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Most of the time, this isn’'t bothering Alice much since she doesn’t have anything to hide from
the Bank. There are however times when Alice wants to be anonymous when making
payments. It doesn’t necessarily have to do with something illegal such as trading drugs or
buying pornography. It could also be the case that Alice wants to protect her freedom of
opinion and hence doesn’t want to reveal to the Bank to which political party she has paid her
membership fee. Alternatively, Alice might want to use her digital bill when buying medical
information which she doesn’t want her insurance company to know anything about.

It is therefore essential that the Bank may never see the serial number on the bill it signs, but
still every bill have to have a serial number that is unique so that one bill is distinguishable from
any other. Chaum suggested that every user should generate their own serial numbers by using
a pseudo-random generator. If the output of the pseudo-random generator is distributed well
enough over the interval of possible serial numbers, then the risk that two bills should happen
to share the same serial number is negligible. It is neither in the user’s interest to generate a
serial number that have already been used, since then that bill becomes worthless.

The protocols thus starts with Alice randomly choosing a serial number, m, and a random
blinding factor, r. The blinding factor, r, should be chosen such that gcd(r, n) = 1, i.e. it should
be relatively prime to the Bank’s modulus, n = p*g. Alice then encrypts r with the Bank’s
public key, x, so that #r) = r*. The result is then multiplied with the serial number and this
number, T = n*, is then sent to the Bank for signing.

Due to the homomorphic property of RSA, the Bank’s signature becomes:
S=T"=(n*r)»*=n"*r

Now Alice simply divides S by r so that the signature becomes:

C=S/r=m

and Alice gets the bill (n, C) = (nf) which she can use to pay any merchant with.

The careful reader may have noticed an alarming fact. Namely, since the serial numbers are
freely chosen at random by Alice, she could easily counterfeit new digital Bank-notes by
randomly picking a Bank signature, C’, and then compute the corresponding serial number as:
n’ = C* so that (n’, C') = (0", i) becomes a perfectly valid digital bill, issued by the Bank!

In order to prevent this kind of forgery attacks, David Chaum included a one-way hash
function into the protocol. A digital bill then gets the form: (n, hasti{@nd in order to forge
such a bill, the one-way property of the hash function would have to be broken.

In the following protocol, Alice is to receive one digital dollar in a blind signature issuing
protocol together with the Bank. The Bank’s public exponent, x, will be assumed to be equal
to 3 so that the coherence with the next protocols will be clearer.
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7.2. Withdrawal of $1 in ecash
This is exactly how the withdrawal of one digital dollar works in ecash:
Alice The Bank
[SK: (1/3, p, 9)]
[PK: (3, n)]

Random m, & Z,

ged(r,n) =17
T = hash(m) * ¥ T >
Debits Alice’s account
S Srmmmmmmnmnnens S = T = hash(my*r
S=T7?

C =S/ r = hash(m}

Bill: (m, C)

1. Alice randomly picks the serial number, m, and the blinding factor, r, where r must be
relatively prime to the Bank’s public modulus. Then she sends, T = hash(to)the
Bank.

2. The Bank debits Alice’s account (after it have verified her identity, the authentication
protocol is however not included in this description) by $1 and then sends back the
signature, S = * = hash(m)® * r, to Alice.

3. Alice verifies that the Bank’s signature is valid by checking # $ and then she divides
out the blinding factor so that C = S / r = hashifiwill make (m, C) = (m, hash(tt) a
perfect digital bill of one dollar.

Now if Alice is to pay with her bill, (m, C), at Bob’s shop he has to contact the Bank on-line to
check that the serial number, m, haven’t been spent before. If it's OK, then Bob accepts the
payment and sends Alice the requested service. The Bank, at the same time, credits Bob for the
inserted bill but doesn’t know that heceived it from Alice. 1§15], Chaum presents a

payment system based on the blind signatures.

The above protocol involves two interactions and since both T and S are about 640 bits long,
the total transmitted information is approximately 1280 bits (160 bytes).

RSA computations are always quite time-consuming but since Alice can precompute T and
doesn’t need to compute C while still communicating with the Bank, the only real-time RSA
operation that needs to be done is the computation of the signature, S, by the Bank.
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7.3. The Payment and Insertion Protocol

For clarity, this is how the payment protocol works. Since ecash is an on-line systeithisthe b
immediately inserted at Bobaccount in the same protocol.

Alice Bob The Bank
C = hash(m}®
Bill: (m, C) ---(m,C)-->

C’=hash(m) ?  ---(m,C)-->
C® = hash(m) ?
m spent before?

<---OK---- Credit Bob $1

1. Alice send her digital bill, (m, hash(ft}) to Bob.

2. Bob may additionally verify the Bank’s signature by checking i Gash(m). In order to
reassure that the bill haven't been spent before, he must however send it to the Bank.

3. The Bank can now verify its own signature and also check that the serial number, m, isn’t
stored in the database of already spent bills. If it isn’t, then Bob is credited and a
(digitally) signed receipt is returned to him (denoted here as OK).

Notice that the transferring of the service is excluded from the protocol. When Bob has
received the receipt from the Bank hi#i however send Alice the requested service or
product.

The above protocol doesn’t necessarily involve any time-consuming RSA operations. The only
exception would be the verification of the signature, but it may entirely be put on the Bank’s
responsibility. Bob only needs theceipt from the Bank so he may skip the verification if he

wish.

The sending of the digital bill, (m, C), is fast since Alice only has to read it from memory. The
size of the bill is however quite large and approximately occj2i88 bits (160 bytes).

What mainly slows down the protocol is that the Bank has to be contacted for each payment. It
is complicated to add other Banks to the system, since each Bank has to verify every
transaction of its own issued bills. The crucial thing is that there can only be one database of
already spent bills for every Bank. The currecash trial (segB2]) may show how practical

this approach is.
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7.4. Additional Denominations

Now what if Alice wants to pay Bob with an amount of, say 10 dollars? Using one dollar bills
quickly gets cumbersome, and this calls for a method of incorporating additional
denominations in ecash.

David Chaum demonstrates in his article, Online Cash CheckgL@éehow this can be done

with the blind RSA scheme presented above. There are two ways of looking at the following
method. In one view, Alice receives a digitdllthat she is able to devalue into several smaller
entities of lesser value. In the other perspective she is able to store several low-value bills in a
compact space such that no more memory is required than what it takes to store one single
dollar bill. This RSA-specific signature compression technique, that in a way can be said to
have been invented by Chaum, is called ‘intermingling’.

The way additional denominations was introduced in Chaum’s previous systems was to let the
Bank sign the digital bills with different keys for every denomination that was needed. It was
also realised that the same modulus could be used, so that the only thing that had to be
changed when the bill should denote a different value was the exponent. This is on the analogy
of having different prints on paper bills with different denominations.

The intermingling compression technigque is again using the multiplicative homomorphic
property of RSA in such a way that RSA signatures may be multiplied together without

loosing any information. Because of that, the signatures can be restored to their original shape
as long as the used exponents are remembered.

For explicitness, let one dollar correspond to the public RSA exponent 3, just as in the
previous protocol. Two dollars should correspond to the public exponent 5, four dollars by the
exponent 7 etc. Every subsequent denomination which is a multiple of 2 is thus represented by
a corresponding public RSA exponent, taken from the series of (odd) primes. This gives an
injective (1-1) relation between the denominations and the exponents.

The only possible denominations that are available in ecash are all multiples of 2. It is however
possible to add several ecadls bogether in order to form other denominations. David

Chaum’s presentation [d6] is slightly different. In that system, any denomination is possible
and may also be devalued into terms of multiples of 2 which equals the sum of the bill.

The exponent that corresponds to a denomination that isn’t a multiple of 2, is the product of
the corresponding exponents of the (2-multiple) terms in the denomination’s sum. For
example, 5 can be written as 5 = 4+1, and since 4 corresponds to the exponent 7 and 1
corresponds to the exponent 3, the exponent that corresponds to 5 is thus 21 = 7*3.

Extra care must be taken when designing this kind of system since otherwise it might be
possible to compute new RSA signatures from old ones and hence being able to counterfeit. A
result by Evertse and van Heyst (§&88]) implies, loosely stated, that only multiplicative
combinations of old RSA signatures can be computed without knowledge of the secret key.

One way of attacking this problem is to only allow denominations up to a maximum value and
let this value be the only one that is possible to withdraw from the Bank.

The following table shows the denominations of up to 15 dollars and the corresponding public
RSA exponents:
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Denomination:  Prime Factors: Public RSA Exponent

1 3 = 3
2 5 = 5

3 543 = 15

4 7 = 7

5 7 %3 = 21
6 7*5 = 35
7 7*5*3 = 105
8 11 = 11
9 11 *3 = 33
10 11 *5 = 55
11 11 *5*3 = 165
12 11*7 = 77
13 11*7 *3 = 231
14 11*7*5 = 385
15 11*7*5*3 = 1155

Assuming that Alice now has a digital bill that is worth 5 dollars, i.e. (n,C) = (n, h#$R{n)
By raising the signature to the 7th power, the bill can be devalued into 1 dollar in this way:

C’ = [hash(nY"™?]’ = hash(n)*
Now (n, C) is a perfectly valid digital bill of 1 dollar.

One method that makes every value distinct is to only allow exponents without any powers.
Notice that this has the effect that the bills can only be devalued into smaller denominations
that are multiples of 2. For instance, the public RSA exponent of a signature worth 10 dollars

is 55. The value of 10 dollars could ambiguously be devalued into e.g. 8+2 or 6+3+1 unless the
unique prime factorisation of 55 (=11*5) would tell us that 8+2 are the only possible terms that
results in the sum of 10.

In his papef16], David Chaum demonstrates three ways of returning change to a customer
that doesn’'t have the exact amount. The current implementation of ecash doesn’t use this
facility however but it will be described here anyway since it may be implemented in the future.
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7.5. Withdrawal of two $15 bhills in ecash

In order to demonstrate how change can be returned to the customer we will assume that Alice
first have withdrawn two bills d15 in ecash from the Bank and then pays Bob 5 and 3 dollars
with these two bills. In the first payment of 5 dollars, Bob thus have to return 10 dollars of
change to Alice and in the second payment of 3 dollars, the change will be 12 dollars. Finally,
Alice will have 22 dollars oécash.

Alice The Bank
[SK: (1/h, p, )]
[PK: (h, n)]
h = 1155 = 11*7*5*3
Random my my, ry, 1. 0 Z,
ged(r, n) =1 =ged(x, n) ?
T. = hash(rp) * r"
T,=hash(mg *r," - (T1,T2)---->
Debits Alice’s account $30
S, = T.*" = hash(m)*™r,
<-----(S1,Sp)--- S, = T, = hash(m)"™r
Divide out r and g
(My, C1) = (M, hash(r)™")
(Mp, C;) = (M, hash(ry)™")

1. Alice randomly picks two serial numbers, amd m, and two blinding factors; and &,
and these two numbers must be relatively prime to the Bank’s public modulus. Then Alice
sends T = hash(n)*r," and T = hash(rg*r," to the Bank.

2. The Bank debits Alice’s account by $30 (= 15+15) and then replies by sending back the
signatures, 8= T."" = hash(m)™r, and $ = T,*" = hash(r)™r,, to Alice.

3. Alice verifies that the Bank’s signatures are valid by checking # 3, and $" = T..
Then she divides out the blinding factors so that G/r; = hash(m)*" and G = S/r, =
hash(ng)'". This will make (m, C.) = (my, hash(r)™) and (m, C,) = (m, hash(r)*™)
two perfect digital bills of 15 dollars (remember that h1*7*5*3).

The performance of this protocol is approximately the same as the performance of two parallel
executions of the previous withdrawal protocol of $1 in ecash.
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7.6. Cookie Jar Change

When Alice is to pay Bob 5 dollars with the first $3 tm,, C;) = (my, hash(m)**7*?),
she devalues it by raising the signaturg,l® 55 = 11*5 (corresponding to the change of $10)
so that the remaining signature exponent becomes 1/21 = 1/(7*3), which corresponds to $5.

Alice Bob The Bank
C111*5 — hash(m)1/(7*3)
B: = (my, G

Random j, s Z,

gcd(g, n)=17

Ki = hash(j) * s ---B3,K;--> Callthe Bank  -—-BK;-->
C."® = hash(rp) ?
my spent before?
Credit Bob $5

<----Ep--- Send change E  <----Ej----- E; = KM
Ki*P=E ?
J=E/s =

hash(j}'*™

1. Alice devalues her bill by computing’€® = hash(m)*"® so that B : (my, C,**®)
becomes a digital bill of $5. She then randomly selects the serial number j and the blinding
factor s (relatively prime to n), computes the “cookie jar; &hash(j)*s'* and sends it
together with the digital bill, B= (my, hash(r)*""), to Bob. Bob may additionally verify
the Bank’s signature but otherwise he just sends it unchanged to the Bank.

2. The Bank can now verify its own signature and also check that the serial numligrtm
stored in the database of already spent bills. If it isn’t, then Bob is credited by $5 and the
change, £= K" is returned to him. Bob, in turn, sends the change to Alice.

3. Alice can verify that the change is valid by checking that ¥ E; ? If it is, then she
computes J= Ei/s, = hash(jj**™® so that (j, § becomes a digital bill &10.

Notice that the only way the Bank can know how much change is to be returned is to assume
that only bills of the maximum amount can be withdragtb(in this case).

In the next payment, Alice devalues her second $11.%m,, C,) = (m, hash(rg)™**">™), by
raising the signature with 77 = 11*7 (which corresponds to the change of 12 dollars). The
remaining signature exponent which corresponds to 3 dollar is thus 1/15 = 1/(5*3).
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Alice Bob The Bank
C211*7 — haSh(m)1/(5*3)
B, = (m, &)

Random s Z,

gcd(s, n) =17

Ko=3* s ---B,,K>-->  Call the Bank --B K->
C.”° = hash(rg) ?
m, spent before?
Credit Bob $3

<--m-Epm---- Send change £ <----E,----- , = KM
KM'=E?
r=Els=

hash 0)1/(11*11*7*5)

1. Alice devalues her bill by computing’€” = hash(r)**™® so that B : (m,, C,**7)

becomes a digital bill of $3. She then randomly selects a blinding facretatively prime
to n) and computes the “cookie jar’ K hash()*s™". The digital bill of 3 dollar, B=
(mp, hash(r)*™?), and K is then sent to Bob. Bob may additionally verify the Bank’s
signature but otherwise he just sends it unchanged to the Bank.

2. The Bank can now verify its own signature and also check that the serial nugligr,tm

stored in the database of already spent bills. If it isn’t, then Bob is credited by $3 and the

change, E= K" is returned to him. Bob, in turn, sends the change to Alice.

3. Alice can verify that the change is valid by checking that ¥ E, ? If it is, then she
computes 2= Ex/s, = hash(jf™™**7™ so that (j, ¢ is digital bill of $22 (=8+8+4+2).

Now, Alice can deposit her digital bill 22 to the Bank in an insertion protocol.

Observe that this scheme of using multiple denominations doesn’'t have any negative effect on
the efficiency of the protocol. It is solely the modulus that decides the number of bits that has

to be used, and the exponents only effects the RSA computation at minimal.

Leaving change does however require the Bank to perform one more real-time RSA
computation but notice that Alice can pre-compuiedé it doesn’t effect her contribution to
the inefficiency of the protocol.
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7.7. Declared Note Value

The other version of leaving change makes it possible to spend the change money without an
intervening withdrawal transaction. Alice is still assumed to have withdrawn two slicof

In order to pay Bob 5 dollars, she is again doing the same devaluing procedure by raising the
signature of the bill with 55 £1*5.

In this case it isn't necessary to always withdraw bills of the maximum amount. Alice can claim
any amount of change as she wants. To prevent her from cheating, the Bank “locks up” the
change in such a way that Alice can only unlock it in case she has claimed a fair amount.

In the payment transaction, not only the digital bill and the “cookie jar” is sent but also the
public exponent (55) that corresponds to the amount of change that Alice wants to receive.

Alice Bob The Bank

C,''" = hash(m)""™

B.=(m, G

Random €1Z,,

K1 = hash(rg) * s™° -B1,K;,55> Callthe Bank  -BKj,55>
C."*® = hash(rp) ?
my spent before?
Credit Bob $5

<----Fp----- Send changeE <----E;----- E, = K Y9«
hash[hash(a)"**]

Notice that E = hash(m)*"™® * s * hash[hash(®*®)]. Now, if Alice is to get a signature
that is worth $10 she carillstlivide out the blinding factor, s, but in order for her to divide out
the protection factor (“the lock”), hash[hashjfft*™®)], she has to know the signature,
hash(m)"®**®, which she only does if she has claimed a correct amount of change to Bob.

Provided that Alice has been telling the truth, she can dividsy B*hash[hash(pi’™*™))
and thus receive the signature, hashi(ft™, that when multiplied with her next $15 bill
forms a digital bill, (ra, hash(rg) 759 that is worth $25.

It would be possible for Alice to claim to get a returned change of an amount less than what
she deserves, and get away with it. This does however unlikely lie in Alice’s interests. The
security of this scheme is based on the assumption thaf)hiashpne-way function.

The efficiency of the above protocol is very close to the previous. The sending of the public
modulus (55) only has a limited effect to the number of transmitted bits since it is usually quite
a small number. The Bank, in turn, only have to perform one more hashing and yet another
RSA computation in real-time.
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7.8. Distributed Change

In the third version of how change can be returned to Alice allows her to fill in missing parts
that fill in missing denominations in bills not yet spent. This gives better flexibility to the
system.

Suppose in the last example, where Alice pays Bob $5, that she wants the change of $10 to be
in the denominations $8 and $2, distributed on her two bills. She then ferass K

K, = hash(r)® * hash(m)™*

so that she finally arrives with the change sijned by the Bank as:

J = KM = hash(m)** * hash(m)'*

From J, the two signatures corresponding to $2 and $8 can be derived by first defining:
u=15mod 11

v =5*udiv1l

and then computing:

C.' = hash(m)*** = [3°/ hash(rg)]" / hash(m)"

C,’' = hash(m)*® = J / hash(mp)***

Now C;’ and G’ can be multiplied with what's left of Gand G so that their denominations
are added together.

Although the above scheme requires quite some computational capacity of Alice there is really
nothing that need to be performed in real-time. The effect on the efficiency is thus negligible.
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7.9. Hidden Note Value

There is also a method that eliminates the need for Alice to reveal the desired amount of
change she wants to receive from the Bank. The following protocol can be viewed as an
improvement of the declared note value protocol above. The payments message is exactly the
same except that the public exponent (55) that corresponds to the change is not sent. The
protection factor has also been modified by getting rid of the extra hash function and instead
been raised to a random power, z, chosen by the Bank.

Alice Bob The Bank
C111*5 — hash(m)1/(7*3)
B: = (my, G

Random €1Z,,

K, = hash(mg) *s®  --ByK;-> Callthe Bank  -—-BKy->
C."® = hash(rp) ?
my spent before?
Credit Bob $5
Random ZJ Zy,

<---E;,z---- Send change;E <---E;,z---- E;= K,V

hash(m])zl(ll*S)

Notice that E = hash(m)**™® * s * hash(m)”™*"™® and since Alice gets to know z in the
returned values, she can divide out the blinding- and the protection factor so that she finally
ends up with the signature J hash(rg)™*™.

Observe also that if z were known to Alice before the payment, then she could cheat by
including hash(n)* as a factor of K In that case she would end up with the system-wide
maximum change.

This protocol is almost identical to the declared note value protocol in terms of efficiency.
Although Alice doesn’t have to send the public exponent corresponding to the desired change,
the Bank sends the random exponent, z, which is only slightly larger. The computation of the
protection factor that the Bank locks up the change with is modified at minimal.

A combination of the above protocols is quite workable but in the current implementation of
ecash, no change is left at all. Although thdifaof leaving change improves the flexibility of

the system it also slows it down. If low-value payments are considered, there may not be too
much of a drawback to exclude this possibility.
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7.10. Related Work

In [20], Chaum, Fiat and Naor describes the first anonymous off-line system that is known in
literature. Their system is too complex (and unfortunately also very inefficient) to be described
here (a simple description of it in plain English can be foufi@@h though).

Since then, several similar systems have been propose{l(d.d46], [61] and[39]), some
of which have extensions such as divisibility of bills or transferability.

The transferability property is given a special treatment by van Antwerp&n which

presents a generic method of designing transferable payments systems. A result by Chaum and
Pedersen if23] does however imply that all such systems will have the property that the

digital bills will be increased in size for every transfer that it is given. Therefore digital cash
schemes are necessarily thought to only be used for making single payments before the bill gets
returned to the Bank (alternatively a fixed number of transactions would be possible).

Chaum and Pedersen does also suggest a different m¢2] which is called a ‘wallet with
observer’. That model gives prior restraint to double spending as opposed to Chaum, Fiat and
Naor’s system. It’s privacy protection mechanism was improvgiZinby Cramer and

Pedersen.

It is also this model that is used in Ferguson’s systemg3Sgand[37]) and the systems of
Stefan Brands (s€é] and[7]). Brands systems are also the foundations of the protocols that
are used in CAFE. The next part of this paper will describe an even more efficient protocol by
Stefan Brands (sdé&2]) that have been used by him to design several slightly different systems
(e.q0.[8] and[9]) which all can be derived from the same basic protocol.
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8. Cryptographic Primitives Based on D-L

Before describing the cash systems by Stefan Brands it might be a good idea to first go through
some examples of cryptographic primitives that uses the discrete logarithm problem instead of
factoring to construct one-way functions. Many of the following protocols are also used by
Brands in his rather complex anonymous off-line cash system.

8.1. Diffie-Hellman Key Exchange

Whitfield Diffie and Martin E. Hellman’s article “New Directions in Cryptography1], was
the starting point of the entire modern cryptology with mathematically “provable” security as
opposed to previously so-called “scrambling-methods” (OES, would be an example).

In this typical case does Alice and Bob wish to send sensitive information over an insecure
channel such as the Internet. They may do so using a traditional secret-key enciphering
algorithm such as DES if they both agree on a shared secret key that may never be revealed to
any other than Alice and Bob. The problem that is inherent in all secret-key crypto-systems is
the exchange of keys. There are in general only two ways for Alice and Bob to agree on the
secret key. The first alternative is to meet face to face which may seem very inefficient by
means of modern telecommunication. The other alternative is to build a separate secure
channel just for the exchange of keys, but this is a paradox; Why not use the secure channel for
the transmission of the sensitive data in the first place?

To solve the problem of how to exchange secret keys over an insecure channel, Diffie and
Hellman proposed a protocol based on the discrete log assumption. The protocol have been
named after the authors, namely Diffie-Hellman (D-H) Key-Exchange. The protocol works like
this:

Alice Bob
Random x1Z Random y1Z
GX =g (mod p) GX

>
< GY GY = ¢’ (mod p)
K =GY* (mod p) K = GX (mod p)

1. Alice randomly selects an integer, x, and sends GX(mgd p) to Bob.

2. Bobrandomly selects an integer, y, and sends GY(mad p) to Alice.

3. Alice calculates the secret key as K ="Giod p). Notice that K =g (mod p).

4. Bob also calculates the secret key as K 2 @o6d p), which is also K =¢ (mod p).

Now Alice and Bob both have received a secret key that they can use when communicating.
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Notice that even if an eavesdropper would overhear this conversation and get hold of GX and
GY is it assumed to be infeasible to calculate K from this data (in polynomial time), even
though the generator g would be known. This is usually defined as the Diffie-Hellman (D-H)
problem. If the man-in-the-middle (the eavesdropper) knew how to calculate discrete logs
efficiently, then the problem would obviously be trivial. As with RSA, it has not been proved
that this is the only way to calculate K from GX and GY, but no other algorithm is known to
date.

8.2. D-H Authentication

The D-H method can also be use for authentication (secure identification). Now Paul (prover)
wants to convince Vicky (verifier) that he knows the secret key, X, that corresponds to his
public key, GX = ¢ He obviously doesn’t want to tell Vicky what x is, in which case she

could forge Paul's signatures. In the following protocol, Vicky lets Paul solve a problem that
requires knowledge of x. If Paul can provide Vicky with a correct solution within polynomial
time, then she will be convinced that it is actually Paul that she’s talking to and that nobody is
trying to masquerade him.

Paul Vicky
[SK: X] - secret key
[PK: GX=¢] - public key

Random y1Z

< GY GY = ¢ (mod p)
GXY =GY(mod p)  =eemmmmmee- (€) 4 Z—— >
GXY = GX’ (mod p) ?
1. Vicky randomly selects a number, y, and sends Paul the challenge Q¥hedyp).
2. Paul calculates GXY = GYmod p) = §” (mod p) and sends the result back to Vicky.

3. Vicky verifies that GXY = GX (mod p). Remember that she already knows Paul’'s public
key GX.

This is an example of an interactive proof. It only takes Paul two interactions with Alice to
prove to her that he possesses the secret key x. The above protocol is ‘zero-knowledge’ (ZK)
in the sense that the secret (the witness) x is never revealed to Alice. In fact, Alice doesn’t get
any Shannon-information about x whatsoever. Paul's response doesn’t reveal anything to her
that she couldn’t have computed herself, specifically Alice could have computed Paul's
response GXY as GAn advance since his public key (GX) is already known to her. Although
this protocol only involves two interactions, it is still rather inefficient since it involves a
modular exponentiation in real-time (performed by Paul). Both Vicky’s challenge and Paul's
response are also quite large. Using the assumptions of previous chapters, they consist of
approximately 640 bits each.
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8.3. Zero-Knowledge Proofs of Knowledge

The concept of zero-knowledge proofs was explored and defined in the early eighties (e.g.
Goldwasser, Micali and Rackoff}2]). It has been shown to be a very powerful tool in many
ways. General results by, for instance, Goldreich, Micali and Wigdersopt{déemply that
almost anything that can be proved in polynomial time can be proved in a polynomial time
zero-knowledge interactive proof such that no information about the particular solution (the
witness) is released. The only thing that the verifier needs to know is that a sthesexist.

We will not be concern with the general concept in this paper, only specific protocols that
serves the purpose of simplifying the explanation of certain applications in digital cash. One
such protocol for demonstrating possession of a discrete logarithm was presét®gdin

Chaum, Evertse and van de Graaf. The situation is the same as before, Paul wants to convince
Vicky that he knows the discrete logarithm to GX, without telling her what it is.

Paul Vicky
Random wl Zy
GW=d¢'(modn) = --memeemeeee- GW---mmmmmmmmeem
>
Smmmmmmmmmmmee- C--mmmmmmmmmmeees Random challenge @ {0,1}
r=w + ¢*x (modd(n)) r g = GW*GX® (mod n) ?
>

1. Paul randomly selects a number, w, and sends the commit G\Mfod n) to Vicky.
Notice that this doesn’t reveal any information about x.

2. Vicky randomly selects a binary challenge, ¢, and sends it to Paul.
3. Paul computes the response r = w+c*x (mi@a)) and sends it to Vicky.
4. Vicky verifies that §= GW*GX® (mod n) = §™*° (mod n).

If w is completely random and since it’s never revealed to Vicky (assuming that she is unable
to compute discrete logs), then no information about x is released in Paul's response r. In other
words, x (and w) may be anything, given c and r.

Also note that a cheater (i.e. one who doesn’t know x) has 50% chance of succeeding in
masquerade Paul by guessing Vicki's challenges in advance. If ¢ = 0, then the response is
simply r = w and if the cheater expects that Vicky will send c = 1, then the cheater can start by
choosing the response r in advance and then compute the commit as'G@X% g

In order to limit these attacks, the protocol can be performed sequentially as many times as
Vicky desires to become ascertain that Paul couldn’t have guessed all her challenges in
advance. This method is called ‘cut-and-choose’ and is very inefficient in practice.
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8.4. Schnorr's Authentication Protocol

C. P. Schnorr improved the efficiency of Chaum, Evertse and van de Graaf's protocol in order
to for it to be implementable on smart cards (6&¢). He suggested that the arithmetic

should be performed in the subgra@p (as described above) and also that the challenge c
possibly could be picked from the interval {0, . 5 2}, for a security parameter t. Schnorr

used t = 72 in his paper, but here will we assume that t is approxirha8hjts in view of the

ever ongoing advances in algorithm design and computing. This way, the cut-and-choose
methodology of the previous protocol is removed since it's a lot harder for a masquerader to
guess a random integer than just a random bit. Apart from that, Schnorr’s protocol is
practically identical to Chaum, Evertse and van de Graaf’s version.

Paul Vicky
Random wd Z,
GW=g"'(modp) - GW----mmomee-
>
S o Random challenge @ Z,'
r=w+c*x(modq) mommmemmeeeee- [ g = GW*GX"® (mod p) ?
>

1. Paul randomly selects a number, w, and sends the commit G\fod p) to Vicky.
Notice that this doesn't reveal any information about x.

2. Vicky randomly selects a challenge, ¢ (witk 6< 2-1), and sends it to Paul.
3. Paul computes the response r = w+c*x (mod ) and sends it to Vicky.
4. Vicky verifies that = GW*GX® (mod p) = ™ (mod p).

Notice that Paul's smart card only has to perform one real-time modular multiplication (and a
modular addition but that’s a lot faster) since GW can be computed in advance of the actual
authentication. The communication efficiency is also very high, only three interactions is
needed and GW is 640 bits, c is 128 bits and r is about 160 bits so the total number of bits that
is transmitted is: 928 bits (116 bytes).

From now on, unless something else is stated, all the arithmetic will be assumed to be
performed inGq, so (mod p) will be left out from the formulas. Hopefully, this will make them
look cleaner. At the same time, all the calculations with exponents will be performed (mod q)
but that will still be explicitly written out though.
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8.5. Schnorr Signatures

Most interactive proofs can be transformed into non-interactive proofs by using a standard
technique due to Fiat and Shamir (§&#]). This makes them more similar to ordinary digital
signature schemes, such as the RSA-scheme.

The idea is to replace Vicki's challenge in the protocol by a cryptographically secure pseudo-
random hash-function which allows for Paul to compute the challenge all by himself. The only
important thing to beware of is to ensure that he cannot predict the challenge, in which case he
could easily cheat. The hash function will also preferably be assumed to be collision-free.

Let hash(-) denote the hash-function. By applying this function on the values that are known to
Paul before Vicky should have sent her challenge (i.e. the message, m, and the commit GW),
then Paul can use the result of the hash as a replacement of Vicki's challenge. Specifically, it
should be ¢ = hash(m, GW). Since both Paul and Vicky can compute ¢ on their own, it doesn’t
have to be sent along with the rest of the data in the signature. For efficiency reasons, c is sent
anyway, instead of GW, which is a lot larger number.

Paul Vicky
[SK: X]
[PK: GX = ¢
Lommmmmmmmemeeee ) Message m
Random wd Z,
GW = ¢'

¢ = hash(m, GW)

r=w+ c*x (mod q) (c.r)

GW =g/ GX°

¢ = hash(m, GW) ?

1. Vicky sends the message, m, to Paul to be signed with his secret key x.

2. Paul randomly chooses a number, w, and computes the commit GWhe ghallenge as
¢ = hash(m, GW) and the response r = w + ¢*x (mod q). Then he transmits the signature
(c, r) on mto Vicky.

3. Vicky computes the commit as GW 5/ @X° and verifies that ¢ = hash(m, GW).

Notice that a Schnorr signature is significantly more compact than an RSA signature that is
assumed to provide the same security against forgery. Using the above assumptions, an RSA
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signature is typically 640 bits (80 bytes), while a Schnorr signature, (c, r), is merely 128 + 160
= 288 bits (36 bytes).
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8.6. Secret-Key Certificates

Stefan Brands introduces the concept of secret-key certificgte3] inJust as with public-key
certificates, it is only possible to retrieve a triple consisting of a secret key, a corresponding
public key and a certificate on the public key in an issuing protocol together with the
Certificate Authority (CA). In contrast to public-key certificates however is it possible for
anyone to generate a pair of a public key and a secret-key certificate on the public key without
the interaction with the CA.

Nevertheless does secret-key certificates offer the same functionality as do public-key
certificates, since there is no point in verifying anyone’s certificate unless that person
demonstrates possession of the secret key in an authentication or signature protocol with the
verifier.

The concept may be a bit confusing at first, perhaps the name secret-key certificates is also
badly chosen since it is still a certificaie the public keyJust verifying the certificate on the

public key by itself does not prove anything to the verifier unless the prover also demonstrates
possession of the corresponding secret key. For this reason, secret-key certificates can be
viewed as a signature by the CA on the users secret key and thus the name becomes a little
more natural.

Brands demonstrates how secret-key certificates can be constructed from any Fiat-Shamir
signature scheme (sg&8]). This paper will only deal with secret-key certificates based on
Schnorr, since that is the scheme which Brands finally uses in his cash-system. From now on
the user will once more be called Alice and the CA will be called the Bank. That is so that the
similarities with the cash scheme will become clearer.

The way the protocol works is that the Bank certifies Alice’s public key with an ordinary
Schnorr signature. In order for the certificate to be useful to Alice, she has to modify it
afterwards so that she later can prove knowledge of her secret key (let’s call it a).

Alice Bank
[SK: a] [SK: X]
[PK: GA = d] [PK: GX =]

GA

Randomwl1Z,0 GW =¢'

¢ = hash(GA, GW)

< (c,r0) ro = w+c*x (mod q)

c = hash(GA, §/GX°) ?

r=r,+ c*a (mod q)
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Cert(GA): (c, r)

1. Alice sends her public key, GA, to the Bank for certification with it’s secret key x.

2. The Bank randomly chooses a number, w, and computes the commit G\Whe g
challenge ¢ = hash(GA, GW) and the respopsew+c*x (mod q). Then the signature
Sign(GA) = (c, ) is sent to Alice.

3. Alice computes the commit as GW 2 fGX°® and then verifies that c=hash(GA, GW).
Then she computes r &+ c*a (mod q) such that Cert(GA) = (c,r) becomes a secret-key
certificate on GA.

Notice that (c, r) is a secret-key certificate iff the following relation holds:
g = ¢"* = GWH(GX*GA)®

A secret-key certificate is hence a (Schnorr-) signature oar@& X, i.e. the public keys of
both Alice and the Bank.

It is often desirable to include more information about Alice in a certificate (e.g. social security
number, IP-address etc.). Let this information be denoted by ID. The way that is done is to
also include ID in the hash of the challenge c. Now ID has to be sent along with GA and (c, r)
as yet another public key in order for the verification of the certificate to succeed.

Now assume that Alice have sent her public key, GA (and possibly ID), together with the
certificate (c, r) to Bob so that he can verify that the Bank have certified Alice’s public key.

Bob then verifies the certificate by first computing the commit as GW £G)X*GA)° and

then check if the challenge equals ¢ = hash(GA, GW). That’s not enough though. Bob also
demands of Alice that she shall prove knowledge of the secret key corresponding to her public
key GA (which is easily done with Schnorr’s authentication- or signature-scheme).

It is very important to point out the last statement since anyone actually can compute a public
key and a certificate that matches it, without needing to interact with the Bank! Such a
certified public key is not possible to receive and also knowing the corresponding secret key to
it however. This is the way it would work:

Alice randomly chooses a number, s, and computes the “false” public key as GAGXg

Then she selects another random number, v, and computes GVhege values are then

used to calculate the challenge ¢’ = hash(GA’, GV) and using that, Alice can easily compute
the response r' = v + ¢*s (mod q). Now (¢, ') is a perfectly valid secret-key certificate on
GA', signed with the secret key of the Bank! Alice’s problem though is that she doesn’t know
the secret key (the discrete logarithm) corresponding to GA’, because it includes the Bank’s
secret key x. Specifically, GA’ =X = g*g™ = ¢°”, so that log({GA") = s-x.

With secret-key certificates it would be possible to construct non-anonymous cheque-systems
such as the Swedish transport card project[@f&¢ where a payment is a signature on a file

in a special format, provided by the service provider. A payment, i.e. signature (128+160 bits),
public key (640 bits) and certificate (128+160 bits) would then be about 1216 bits (152 bytes)
in total.
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8.7. Blind Schnorr Signatures

By applying a general technique due to Okamoto and Oht§5@pPeall signature protocols of
Fiat-Shamir type (such as Schnorr) can be transformed into blind signature issuing protocols
similar to the blind RSA-signatures by Chaum (deg).

The way it works is to keep the interaction in the protocol and let Alice decide the challenge to
the Bank (the signature issuer) from a hash on the (blind) message she wishes to get signed.
When the protocol is finished, Alice has received a non-interactive signature on the message of
her choice. The Bank on the other hand signs with an interactive signature scheme but is not
concerned with what it actually signs. It can be viewed as a reversed authentication-scheme,
where the Bank identifies itself to Alice while she uses the received data to calculate a (Bank-)
signature on her secret message. This clearly shows that one should be careful not to mix
authentication- and signature-schemes, since it’s easy to unnoticedly sign messages while
identifying oneself to somebody.

The following example may not be that useful in practice for precisely that reason. It mainly
serves as a tutorial example which will hopefully improve the understanding of Brands’ full
cash-system. It can also demonstrate how Schnorr’s authentication-scheme can be abused.
Brands uses a protocol by Guillou and Quisquater[@&Hé to demonstrate this technique but

it may simplify things to see how it works with Schnorr.

Alice Bank
(Message m) [SK: x ]
[PK: GX = d
Random w Z,
Smmmomee- GW--------- GW =¢'

Random s, t1 Z,
GW = GW*GX*g'
¢’ = hash(m, GW’)

c=c'+s(modq) = - C---------- >

< r r=w+ c*x (mod q)
g = GW*GX® ?
r=r+t(mod Q)

Sign(m) = (c’,r’)
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1. The Bank randomly selects a number, w, and sends the commit G\é Alice.

2. Alice randomly selects s and t and blinds the commit to GW’' = GW*§3)XShe then
uses this number together with her secret message, m, in the hashing of the challenge as c
= hash(m, GW’). Alice sends the blinded challenge ¢c = ¢’ + s (mod q) to the Bank.

3. The Bank responds with r =w + c*x (mod q).

4. Alice checks that'q= GW*GX° and then she computes r' =r + t (mod q) so that (c’, r')
becomes a (blind) Schnorr-signature on m.

Why does the above protocol work? Well, since the Bank never sees the message it signs, nor
the final signature (c’, r’), is it clear that the signing protocol is a blind signature issuing
protocol. By verifying that the relation ¢’ = hash(rh,/g5X%) holds it can be seen that (c’, r’)

is actually a Schnorr signature on m. That this is the case becomes clear by checking that:

g =d"=g""*g' = GW*GX™*g' = GW*GX®**g' = GW*GX*g*GX® = GW*GX®

and thus GW’ = GX®, which is what Bob has to compute before he verifies the signature by
checking that ¢’ = hash(m, GW’).

Notice that what Alice did when she blinded the signature by the Bank was to transform the
Bank’s random number, w, into w = w + s*x + t (mod q), where s and t are random blinding
numbers chosen by Alice and x is the Bank’s secret key. Alice could do this without knowing
either w nor x by modifying the commit GW into GW’ = GW*&H'.

Although the above blind signature issuing protocol makes it possible to get blind Bank
signatures on freely chosen messages, is it not possible however to receive such signatures
without the interaction with the Bank, i.e. it is not possible for Alice to forge the Bank’s
signature all by herself.

For this reason it would actually be possible to use the above protocol in designing an
anonymous on-line payment system, such as David Chaum’s ecash. The Bank would then have
to keep all the used signatures in a database in order to prevent double spending.
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8.8. Restrictive Blinding of Secret-Key Certificates

In[11], Brands demonstrates how secret-key certificates can be constructed such that they can
be blinded by Alice, but in a restrictive fashion so that there is always a blinding-invariant left

on the received certificate which can be used to trace Alice in case she uses her signature more
than once. The whole thing can be seen as a battle between Alice and the Bank, where Alice
wants to blind her identity so that the Bank won't recognise it while the Bank on the other

hand wants to prevent Alice from doing it unrestrictedly.

In applications such as anonymous payments, restrictive blinding may be used in a way that
prevents Alice from double spending her withdrawn coin (Bank signature). If she does, the
Bank receives enough information to trace Alice after the fact. Braitidsas the Guillou-
Quisquater scheme to demonstrate this technique but this paper will only deal with the case of
Schnorr signatures.

In the setting of this system, the Bank’s secret key is the paiJ>and the corresponding

public key is GX = g° (For simplicity, that is the only thing that will be called the Bank’s

public key, although the generators, the hash-function and the primes can also be viewed as
public keys issued by the Bank). The Bank’s secret key is a pair because in this case we need
two generators,and g, where g = g**, and only the Bank may know the correspondence
between gand g (i.e. %).

It is now the Bank that picks a random secret kgyfpoa Alice (which theoretically would

allow the Bank to forge Alice’s signatures) and then computes the corresponding public key as
GA = g™ The Bank then sends the key-pair (GA,ta Alice. Notice that Alice only knows

the g-logarithm of GA (i.e. g while the Bank also knows theg-lpgarithm (i.e. x*a;) of GA.

The idea is now to let the Bank certify GiArespect to gand since Alice doesn’t know the
discrete logarithm of GA with basg ghe can't completely blind GA as she wants. What Alice
can do is to blind GA into GA’ =&*GA, for a randomly chosen blinding number a

Most of all, Alice should have wished to be able to blind GA into GA*R, where R is a random
blinding factor (as in Chaum’s ecash) because then she could get a certificate by the Bank on
any message, M, as she wants (M = GA*R). The reason why she can’t do that is based on the
assumption that Alice doesn’'t know how to compute the discrete logarithm of R in respect to
go. The best Alice can do to blind GA is to randomly select,amd see what GA’ =g*GA
becomes.

Digital Money 42



Alice Bank

[SK: a&] [SK: (X0, X1)]
[PK: GA = g [PK: GX = @] and g=go**
<-----(a,GA)------- Random &1Z, 0 GA=g,*
Random wd Z,
1 - GW = g"

Random s, t, & Zq

GA = go*°* GA
GW=GW*(GX*GA) *g,'
¢’ = hash(GA’, GW)

c=c+s(modq) - C---------- >

< r r = w+c*(Xot+x:*a;) (mod q)
g0 = GW*(GX*GA)® ?
r'=r+t+c*a (mod q)
Cert(GA’) = (c',r)
1. The Bank randomly selects w and sends the commit G\ to d\lice.

2. Alice picks s, t, @at random and then blinds her public key GA into GA;®*GA. She
also blinds the commit GW’ = GW*(GX*GA)go' and computes ¢’ = hash(GA’, GW).
Then she sends the blinded challenge ¢ = ¢’ + s (mod q) to the Bank.

3. The Bank responds with r = w + ctx;*a;) (mod q).

4. Alice verifies the Bank’s certificate on GA by checking that@W*(GX*GA) °? She
then forms the blinded response r' = r + t + g’tianod q) so that (c’,r') becomes a secret-
key certificate on GA'.

The fact that the last statement is correct can be controlled by the following calculation:

G = Q""" = GWH(GX*GA) *go*ge™ " = GWH(GX*GA)“"*go*go™" =
GWH(GX*GA) *go*(GX*g "*GA)° = GW*(GX*GA) °

which shows that GW’ =y / (GX*GA’) ¢ and thus ¢’ = hash(GA’, GW)).
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9. The Cash Systems of Stefan Brands

This is practically all the details in the withdrawal protocol of Stefan Brands paper “Off-Line
Electronic Cash Based on Secret-Key Certificates” [(52)9. The system that is described

there uses the ‘wallet with observer’-model of Chaum and Pedersd@Zfeand[17]) and is

an improvement of Brands previous system$gjnand[7] ) in terms of efficiency, since

Schnorr signatures are used instead of the signature protocol by Chaum and Pedersen. There
are also systems, described by Brands, that further improves the efficiency with a slight
drawback in anonymity (s¢8] and[9]). Those systems are however all based on the very
same basic foundation, namely secret-key certificates.

Instead of moving straight into describing Brands systerfl@) with the Observer it might

be a good idea to look at a slightly simpler system first. Therefore we shall start by describing
an off-line payment system that doesn’t need any external hardware to protect against double
spending (such as Chaum, Fiat and Naor’s syst¢2®]n). But first we need to look at a

concept which Brands calls the representation problem.

9.1. The Representation Problem

In the above described protocol, Alice receives a blinded public key, GA’, with the
corresponding secret key(a). The pair (g a) is said to be aepresentatiorof GA’ with
respect to the generator-paip,(g.), which means that GA’ =& * g,**

The first mentioning of the representation problem for groups of prime order was ¢b@E in
although the term used there was ‘relaxed discrete logs’ (RDL). Brands extends the use of this
problem in his CRYPQO’93 papdi7], and specifically6] includes a comprehensive study of

the representation problem with various proofs. For groups of prime order, the representation
problem is basically a generalisation of the discrete logarithm problem (DL).

Remember that the assumption about the discrete logarithm problem was it is computationally
infeasible (in polynomial time) to find an x such that h*£rgod p), for a given prime p and

the elements g and h in the group (&g). The more general representation problem is to,

given a generator-tuple{dy, ..., §) 0 G4, and an element, fi G, find a representation-

tuple (%, %, ..., %) 0 Z¢*, such that:

h — 91X1* gZXZ * *gka — I—l gi><i (1S | < k)

Brands provides a proof that for allhGqand for all generator-tuples of length k, there are
exactly ¢ number of (different) representations of h. For the discrete logarithm problem,
when there’s only one single generator, this implies that there is really only one single
representation (i) for every element in the group. The interesting special case would be
when the generator-tuple consists of two generators. In that case there are as many as q
number of different representations (remember thafl") for the very same element!

Brands also proves that it is as difficult to find more than one representation to the same
element as it is to solve the discrete logarithm problem. The security of his system relies on this
statement.
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9.2. Protection Against Double Spending

The most crucial point in designing anonymous payment systems have been to prohibit multiple
spendings of the same coin or cheque. Since digital money is merely zeroes and ones it can
easily be copied to many different service providers. The most common ways of preventing
double spending, is either to use on-line verification of the payment (e.g. ecash), or to use
some sort of tamper-resistant hardware protection, such as a smart card.

The first solution is more flexible (and possibly with better “provable” security) but is very
expensive in terms of communication costs, if small amounts is to be transferred. There is also
a potential risk that such a solution will be rather slow when scaled up to a large system, such
as the Internet. The smart card solution on the other hand, enables off-line verification but is
usually not very suitable for anonymous systems since the user no longer has any control of the
transmitted information.

The first entirely software based off-line payment system that was described in literature was
due to Chaum, Fiat and Naor (§86]). It is rather complicated to describe here but the way

it works is that Alice gets told by Bob to answer some queries when spending her coin
anonymously at his shop. The answers she gives him are enough to convince Bob that she isn'’t
trying to cheat him and in case she does it gives the Bank enough information to trace her after
the fact. Their system is unfortunately very inefficient because it uses cut-and-choose methods
(as previously described).

Brands idea is to code Alice’s identity into the coin in the form of a straight line (or in the

general case of multiple spendable cheques, as a polynomial). When Alice then spends her coin
at Bob’s shop she is forced to reveal a point on that line that Bob decides. If she should have
used the same coin at another shop it is most likely to have used a different point than Bob and
from these two points the Bank is able to trace Alice’s identity. It's a well known fact that two
points is enough to unambiguously decide the equation of a line. From elementary school it is
known that the equation of a straight line is:

y=k*x + 1

where k is the slope, | is it’s intersection with y-axis and x and y are real coordinates. Knowing
one point on the line, say;(¥1) doesn’t reveal any information about k or |, whereas knowing
yet another point, éxy,), then k and | are easily solvable as:

K=(Y2- Y1)/ (X2 - %)
|:y1' k*X]_

Note that the response r = w + ¢c*x (mod q) in Schnorr’s authentication- and signature-
schemes is really the equation of a line with the challenge, c, acting as the ‘x-value’ and the
response, r, as the ‘y-value’ (and x and w as the slope and y-axis intersection respectively).

So, how is one to go about designing a system that forces Alice to reveal such points on a line
that holds her identity? What is needed is yet another protocol for demonstrating possession of
discrete logarithms (possibly in zero-knowledge), but in this case for more than one generator.
Such a protocol can be found[@] which is really a generalisation of the Schnorr
authentication-scheme for proving knowledge of a representation of more than one generator.
We will only deal with generator-pairs in this paper however.
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9.3. Proving Knowledge of a Representation

Now Alice wants to prove to Bob that she possesses a representation (secret key) that
corresponds to her (blinded) public key GA'. She does not want to reveal this representation
to Bob however. This is an example of a method that will work:

Alice Bob
[SK: (20,20)]
[PK: GA’ = go™°*g1™]
Randomy, v; 0 Z,
GV=g"*g" GV,GA'---->

<ommmeeee- O--m-mmmeee- Random challenge @ Z,

ro = Vo + d*& (mod q)
n=w+de(modq) ----—--- (6,r1)------- >

gOTO * glrl o GV*(GA,)d 7

1. Alice picks ¢ and y at random and commits to them by sending G\¢"T*gg;"* to Bob
(along with GA").

2. Bob replies with the challenge c.

3. Alice responds withyr= vy+d*a, (mod q) andr= vy+d*a, (mod q).
4. Bob verifies that ¢f * g;" = GV*(GA")? ?

The last statement can be checked by:

goro * glrl - gov0+ao*d * g1v1+a1*d - gOvo % glvl * (goao * glal d_ GVXG A,)d 2

It may simplify things to think about the representations as a matrix, where the public keys
(GA’ and GV) are computed row-wise and the respongest i) are taken column-wise:

fro=\Vo+ d*a& (mod q) | £ =w + d*a (mod q)

GV = g)vo * g1V1 Vo Vi

GA’ - gOaO * glal a) al
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Of course, this technique can be extended to include n by m matrices as well, which is also
demonstrated by Brands. Such matrices makes it possible to construct cheques that can be
used a fixed number if times without getting traced. Unfortunately though, all the payments a
user does with such a cheque are linkable even though the users identity is never revealed.

Anyway, Brands uses the responsiithe above protocol to trace a double spender since r
involves the blinding invariant part of Alice’s secret key, i;e Remember that the Bank also
knows a.

Suppose that Alice have spent her coin (the blinded public key) at both Bob’s diaisCec
shops. The Bank then discovers that the same public key, GA’, have been used in both
payments when Bob and Cecilia have requested to get credited by the Bank for the payment
transcripts. Bob’s and Cecilia’s transcripts are however most likely distinguished by having
used different challenges (d and d’ respectively) which in turn implies that Alice’s responses to
Bob and Cecilia will differ (f and ' respectively). The Bank have kept these numbers in its
database and does hence have the equations:

rn=w +d *a(modaq)
r' =vy +d *a;(modQq)

From these equations, one can easily see that if Alice could be forced to use the same random
numbers in the commitment, GV (i.e. if ¥ v;"), then the Bank should be able to trace Alice’s
unblinded identity, a from these payment transcripts.

The way Brands solves this is to also include GV in the hashing of the challenge in the secret-
key certificate as yet another (blind) public key. Notice that GV can be freely chosen
(completely blinded) by Alice as opposed to GA’, which could only be formed in a certain way
(restrictevely blinded). That may seem a bit dangerous at first, especially if one remembers that
there are as many gsumber of representations of the very same number GV with respect to
(90, o)! Hence, if Alice only should happen to know more than one representation of some
number GV, she could use that to make untraceable double spendings.

This is where Brands’ proofs around the representation problem comes at hand. Alice simply
can't find more than one representation for some number in polynomial time. It is as hard as
solving the discrete logarithm problem (in fact, if she could find at least two representations of
any given number, then she would know a way to compute discrete logarithms). The only thing
that Bob has to be aware of when he accepts Alice’s payments is that GV mustn’t equal 1,
since if it does then there are the trivial representations with respeet ¢g) ,(gamely, (0, 0),

or in general, (k*q, I*q), for some integers k and |.
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9.4. Off-Line Cash Without Observer

The following system can be seen as Brands system with the Observer removed. It is presented
here just so that his final system will seem more understandable. Notice however that the
following system can’t be found in any of Stefan Brands papers, although he provides all the
necessary tools to construct it.

Just as with all digital payment systems, it consists of three basic protocols, namely withdrawal,
payment and insertion of the digital coin. Such systems are unfortunately quite impractical by
today’s means due to the huge memory requirements if several coins are needed in a payment
(although they possibly offer the best security).

9.4.1. The Withdrawal Protocol

The withdrawal protocol is almost identical to the protocol for restrictive blinding of secret-
key certificates based on Schnorr signatures as was presented previously. The only difference is
the way the challenge, c¢’, is computed (the parameters to the hash function).

Alice Bank
[SK: a&] [SK: (X0, X1)]
[PK: GA = g [PK: GX = @] and g=go**
<------(a,GA)------ Random &1Z, 0 GA=g,*
Random wd Z,
1 - GW = g"

Random s, t,@ Vo, vi0Z,

GA = go*°* GA

GW'=GW*(GX*GA) *g¢'

GV :govo % glvl

¢’ = hash(GA’, GV, GW’)

c=c+s(modq) - C---mmmmm-- >

< r r = w+c*(Xotx:*a;) (mod q)

go = GW*(GX*GA)° ?
r'=r+t+c*a (mod q)

Cert(GA',GV) = (c',r)
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1. The Bank randomly selects w and then sends the commit GMe Alice.

2. Alice picks s, t, @ Vo, v» at random and blinds her public key to GA’ 2%GA, the
Bank’s commit to GW’ = GW*(GX*GAJgo and also forms GV =§ * g;"*. She
hashes ¢’ = hash(GA’, GV, GW’) and the blinded challenge ¢ = ¢’+s (mod q) is then sent
to the Bank.

3. The Bank responds with r = w + ctx;*a;) (mod q).

4. Alice verifies the Bank’s certificate on GA and GV by checking' i GsW*(GX*GA) ¢ ?
Then she compute the blinded response 1’ = r+t4¢tfad q) so that (c’, ') becomes a
secret-key certificate on GA’ (and GV).

As before, it might be useful with the following extra check:

G = Q""" = GWH(GX*GA) *go*ge™ " = GWH(GX*GA)“"*go*go™" =
GWH(GX*GA) *go*(GX*g "*GA)° = GW*(GX*GA) °

Hence GW' = ¢ / (GX*GA')¢ and ¢’ = hash(GA’, GV, GW’), which clearly demonstrates
that (c’, r') is a (Schnorr) secret-key certificate on GA’ and GV.

The withdrawal protocol only involves three interactions of, apart from GW, rather small
numbers. The computations that Alice has to perform may seem quite complex but many of
them can actually be computed in advance. Brands syst¢&jsand[9] uses these facts to
improve the efficiency.

In fact, both GA’ and GV can be pre-computed by Alice and “half’ of GW’ (the only thing
missing is the Bank’s commit GW). So when Alieeeives GW, all she has to do is one

modular multiplication, one hashing and a modular addition before she can send the challenge,
c, to the Bank. Of these operations, it's only the modular multiplication that is significantly
time-consuming so the other operations can be neglected. Even that operation is fast in
comparison with an RSA computation, however, or compared with a modular exponentiation.

In the same manner is it possible for the Bank to have pre-compugtegéy) (mod q). In

[9], Brands suggests that Alice gets the id-number IDy&x(¥a;) (mod g) when she opens an
account at the Bank. This means that the Bank only needs to perform one modular
multiplication (the modular addition can be neglected) in real-time as well.

As before, GW is assumed to be about 640 bits and ¢ 128 bits and r may be about 160 bits long
so the total number of bits that is transmitted is approximately 928 bits (116 bytes).
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9.4.2. The Payment Protocol

When Alice is to pay at Bob’s shop, this is a way they could proceed. Notice that Alice is
assumed to find out the format of Bob’s file, Spec, on her own.

Alice Bob

[SK: (20,20)]

[PK: GA’, GV]

[SKC: (c',/)]

Get Spec.

d = hash(GA', GV, Spec)

ro = Vo + d*& (mod q)

r=wv; + d*a (mod q) --GA’,c’,r',d,i,r->
GV = gy™*g." / (GA)“
GVvz£1~?
d = hash(GA’, GV, Spec) ?
GW' =g / (GX*GA)®

¢’ = hash(GA, GV, GW) ?

1. Alice gets Bob's file Spec (for instance, from a public directory) and hashes the challenge
as d = hash(GA’, GV, Spec) and then computes the respgrses+ d*a (mod q) and
r, = v; + d*a (mod q). Finally, Alice sends the blinded public key GA’, the secret-key
certificate, (c’, r’), on the public key and the payment signaturey,(d) to Bob.

2. Bob verifies Alice’s signature on Spec by first computing G\{®*a"™ / (GA’)? and
make sure it doesn’'t equal 1. Then he checks whether d=hash(GA’,GV,Spec)? and when
that is done he verifies the Bank’s secret-key certificate on GA’ and GV by comparing the
challenge, c’, with the expression hash(GA’, GY,/{GX*GA’) ).

This payment scheme differs slightly from Brands original protocol[{sqé in such a way

that he lets Alice send GV to Bob instead of just d. Because d is a much smaller number than
GV, the above protocol is more efficient and since both GV and d contain the same
information it can be argued that the security won't be affected.

In [8], Brands discusses various efficiency improvements of his protocol. He suggests a
method that even avoids sending the hash value by replacing GV by (c’,r’) in the hashing of d
and hence defining it to be d = hash(GA', (c¢’, r"), Spec). This way, Bob can compute d all on
his own, as well as GV.
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Notice that the only seriously time-consuming operations that Alice has to perform is two
modular multiplications (the hashing and the modular additions can be neglected).

In Brands original protocol (which transmits GV instead of d), the data that is sent occupies
about 236 bytes (2*640 + 128 + 3*160 = 1888 bits). The above protocol have decreased it to
be around 172 bytes (640 + 2*128 + 3*160 = 1376 bits) and with Brands most efficient
version, only approximately 156 bytes (640 + 128 + 3*160 = 1248 bits) needs to be
transmitted. This is also the storage requirement for the payment transcript.

9.4.3. The Deposit Protocol

When Bob have verified Alice’s signature and certificate, he stores the payment transcript

[GA', (c', "), Spec, (d, 5, )] in a database. Sometime later (at the end of the day or before

the weekend) he wants to get credited by the Bank for the money he has received from various
customers (Alice in this example).

Bob deposits his money by simply sending the payment transcript to the Bank which then is
able to verify it's own certificate on Alice’s (blinded) public key and that the payment signature
is all right. The Bank also checks whether (GA’, GV), (¢, r') isn’'t in it's database of already
received coins. If it isn’'t, then these numbers are stored together withifdthe database

(again, GV wouldn’t have to be stored since it may be derived from the other numbers).

The insertion may alternatively be performed via an Aquirer such as is desciiBg in

In case Alice should have spent the same coin at both Bob’s and Cecilia’s shops, then they
both will claim to get credited by the Bank with the same public keys and certificate.

Remember that there is nothing stopping Alice from doing that since her coin is just a string of
zeroes and ones. The Bank will easily detect this however in case it happens (by just comparing
the public keys of the payment transcripts in it's database).

If it is assumed that every service provider (and thus also Cecilia and Bob) have unique
specification files (these files need also uniquely specify each payment), then it is always
possible to distinguish different transactions. Let Cecilia’s specification file be denoted by
Spec’ and Alice’s payment signature to her by (,,ri’). Observe that Alice’s payment
signature to Ceciliagtessarily would have to be different from Bob’s if Cecilia shaatept

it in the first place (we also assume that the hash function used shoullisimnefoee).

Now if the Bank have discovered that both Cecilia’s and Bob’s payment transcripts uses the
same GA’ and GV (but different challenges, d and d’ respectively, and resporsesy’),
then the Bank have two equations with two unknownsid a):

rn =w + d*a (mod q)

r’ =v;+d*a; (mod q)

and from these Alice’s secret key is easily derived as:
a=(n-r")/(d-d)(modq)

This way Alice can be traced after the fact in case she double spends her (anonymous) coin.
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9.5. Brands Off-Line Cash With Observers

In the system described above, Alice can anonymously pay with her digital coin as long as she
doesn’t spend it more than once. There is nothing preventing Alice from double spending
however since she can freely copy her digital coin to as many service providers as she wishes.
Even though the Bank is able to trace her after the fact, this may not be appropriate by security
means. Alice can always escape before she gets caught, since it takes some time until a double
spending is detected by the Bank.

The problem is even worse if this kind of system is to be used in a global community, e.g. on

the Internet. How does a Bank catch a double spender that sits somewhere on the other side of
the globe? There is also a problem with how to distribute the blacklisted keys to every service
provider in a world-wide network.

There doesn’t seem to be any other solution but to use some kind of tamper-resistant
hardware, such as a smart card, to prevent double spending in advance (unless of course an or
line system is used instead) if the system should have acceptable security. The drawback of this
approach is usually that now Alice no longer can be assured that her payments are anonymous,
since she can’t control the communication to and fro the smart card and the other participants
(the Bank and the service providers). Theoretically, the Bank could put some information on

the smart card that reveals Alice’s identity every time she makes a payment.

In order to combine the security of the smart card method with the privacy of the software
solution, Chaum and Pedersen introduced a model which they called a ‘wallet with observer’
(se€[22] and a more informal description[ib7]).

An observer is basically a tamper-resistant chip or a smart card that is issued by the Bank to
the users in order to prevent double spending. The way it works is that the users have to have
every payment signed by the Observer and since it refuses to sign any coin it has previously
signed, double spending isn’t possible anymore.

The protocols are arranged in such a way that the user always have full control of the inflow
and outflow of the Observer. This is to reassure that the users identity isn’'t revealed. The user
also blinds the signatures made by the observer so that they can’t be recognised and hence
traced to Alice, not even by the Bank.

In Chaum and Pedersens original protocol, there is shared information between the Observer
and the service providers (or the Bank for that matter). This means that if the Bank could get
hold of the Observer of some user (e.g. if it was returned for service), then all the users
payments made with that Observer could be traced. If a user, be it unlikely, should be able to
break the tamper-resistance of the Observer in such a way that it's contents is revealed, then
double spending would be possible without ever getting traced.

Brands protocol is based on the off-line system presented above which means that even if Alice
should be able to break her Observer, it isn’t possible for her to double spend a coin without
being traced after the fact. There is also no shared information which can reveal Alice’s

identity in case the Observer is ever returned to the Bank.
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In order to incorporate an Observer in the previous system, it’s really only to let it contain
Alice’s private key, a Alice gets to know the public key GA 3°gbut have no idea

whatsoever what the corresponding secret keys.a-or Alice now to sign payments with

respect to GA, Alice have to ask the Observer of help. This is also the case when Alice is to
authenticate herself to somebody (e.g. the Bank) but that goes outside the scope of this paper.

Put it simple, when the Bank certifies Alice’s (blinded) key-pair it makes a sigmvathre
respect to g while when making a payment, her Observer sigwilit respect to g

Alice blinds her public key, GA, into GA’ and the Bank’s commit, GW, to GW’, just as before
but she may no longer freely choose GV. Instead, the Observer randomly selects a number, v,
and sends GV =§to Alice. What Alice can do though is to blind the Observer’'s commit, GV,
into GV’ = g,"*g,"*GV*GA ", for some random numbers, vy and u.

Since Alice doesn’t know the representations of GA’, nor GV’ with respect to the generator
tuple (@, @), she can’t sign payments with these without consulting help from the Observer.
The reason why Alice doesn’t know these representations is because she doesntdtnow a
and even if she should, she can’'t double spend without being traced.

The following protocols comes frofh2]. Although the notations have been modified,
functionally there shouldn’t be anything that differs.

9.5.1. The Withdrawal Protocol

Observer Alice Bank
[SK:ay] [SK: (Xo,X1)]
[PK:GA=0,*] [PK: GX=g,"°] and g=go**
Random \1Z, Random wJ Z,
GV=g" GV-> <GW GW=g"
(Store v) Random gvo,vs,s,t,ul] Z
GA'=go"*GA

GV'=gy"*g,"*GV*GA"
GW'= go*GWH*(GX*GA) ®
c’=hash(GA,GV',GW’)
c=c +s(modq) ---C->
<--r-- r=w+c*(Xo+x;*a;) (mod q)
go=GW*(GX*GA)° ?

r'=r+t+c™*ao (mod q)
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1. The Bank randomly selects a number, w, and sends the commitSiy=Alice.

2. Alice’s Observer (smart card) selects v at random and sends the commit’ GVAlice.
It then stores v for later use in the payment protocol.

3. Alice picks g,Vo,v1, S, t, u at random and blinds the public key as GA%@A, the
Observer’s commit to GV’ =¢f*g,"*GV*GA" and GW’ = g*GW*(GX*GA) ®is her
blinded version of the Bank’s commit. Then she hashes the ¢’ = hash(GA’,GV’,GW’) and
sends the blinded challenge ¢ = ¢’ + s (mod q) to the Bank.

4. The Bank responds with r = w + c§tx;*a;) (mod q).

5. Alice checks thatFGW*(GX*GA) © and then computes r’ = r + t + cgémod q) such
that (c’, r') becomes a secret-key certificate on GA’ (and GV’).

The last statement can be verified just as before by the check:

G0 =G = GWH(GX*GA) *go*ge™ " = GWH(GX*GA)“"*go*go™" =
GWH(GX*GA) *go*(GX*g "*GA)° = GW*(GX*GA) °

which shows that:
¢’ = hash(GA’, GV, g / (GX*GA) )

If we assume that Alice can activate her Observer in advance of the actual withdrawal
protocol, then the same pre-computations as in the previous system can be performed as thus
this protocol is as efficient as that one (i.e. Alice and the Bank performs one real-time modular
multiplication each and the total number of exchanged bits is 928).
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9.5.2. The Payment Protocol

Observer Alice Bob
[SK:ay] [SK:(&0,vo,v1)]
[PK:GA=0,*] [PK:(GA',GV")]

d=hash(GA’,GV’,Spec)

<--d’-- d =d+u(modQq)

v stored?
y=v+dtag  ---y--->
(Delete v) g=GV*GA® ? GA,
GV,
ro= Vot+d*a, (mod q) (c',r),
(ro,l’l)‘

rn=vi+ty (mod Q)
GW’ =g / (GX*GA")®
¢’ = hash(GA",GV',GW’) ?
d = hash(GA',GV’,Spec)

gOTO*glrl o GV’*(GA’) d 9

1. Alice finds out how Bob’s specification-file Spec is formed and then hashes the challenge
d = hash(GA',GV’,Spec). After that she sends the blinded challenge d’ =d + u (mod q) to
her Observer (smart card).

2. The Observer checks if v is stored in memory and if it is, it replies by sending the response
y =v + d*a (mod q) to Alice. It then deletes v from memory.

3. Alice verifies that §=GV*GA® and then computes the responges\, + d*a (mod q)
and £ =v; + y (mod q). These are then sent by her together with the (blinded) public keys
(GA', GV’) and the secret-key certificate (c’, ') as a payment to Bob.

4. Bob verifies the secret-key certificate by ¢’ = hash(GA’, GY'/GX*GA’) ©) and the
payment by hashing d = hash(GA’,GV’,Spec) and then chegR*jg* = GV'*(GA") °.

Define the Observer’s blinded random number to;be v; + v + u*a (mod q). Then:
n=vity=w+v+d*a=wv +v+(d+tu)*a = (v, + v + U*a) + d*a = v’ + d*a; (mod q)

VOx

gO glvl' — g)VO*glV1+V+u*al: g)vo*91V1*GV*GAu - GV’ and hence
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gOTO*g 1(1 - g)V0+d*a0,y<g 1v1’+d*a1 — g)VO*g 1V1' *(gOaO*g 1&1 d - GV’*(GA’) d

9.5.3. The Deposit Protocol

The deposit is basically identical to the corresponding protocol of the previous system. When
Bob have verified Alice’s signature and certificate, he stores the payment transcript, consisting
of [GA’, GV, (¢, I"), Spec, (b, r1)] in a database. Sometime later (at the end of the day or
before the weekend) he wants to get credited by the Bank for the money he has received from
various customers (Alice in this example).

Bob deposits his money by simply sending the payment transcript to the Bank which then is
able to verify it's own certificate on Alice’s (blinded) public key and that the payment signature
is all right. The Bank also checks whether (GA’, GV’), (¢’, ') or Spec isn't in it's database of
already received coins. If it isn't, then (GA’, GV’), (¢'), (Spec, d) are stored in the database
(the same efficiency improvement as discussed above can be applied here as well).

In case Alice should have been able to find out her Observer’s secret, kg hus being

able spend the same coin at both Bob'’s and Cecilia’s shops, then the Bank would discover that
both Cecilia’s and Bob’s payment transcripts uses the same GA’ and GV’ (but different
challenges, d and d’ respectively, and responsesidri’), so the Bank then have two

equations with two unknowns;(and a):

rn =w + d*a (mod q)

r’ =v;+d*a; (mod q)

and from these Alice’s Observer’s secret key is easily derived as:
a=(n-r")/(d-d)(modq)

So even breaking the Observer is not enough to double spend undetected.
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